
Experience

Educa,on

Skills

Ac,vi,es

ROY	IBRAHIM	 Lebanon	·	+961	3	073921	
royibrahim88@gmail.com		
hBps://www.linkedin.com/in/roy-ibrahim

OCT	2019	–	PRESENT	SENIOR	INFORMAITON	SECURITY	OFFICER,	SARADAR	BANK,	LEBANON	
• Establish	and	manage	the	Bank’s	security	operaEons	center	(SOC)	and	decepEon	soluEon	
• Manage	the	Bank’s	security	informaEon	and	events	management	(SIEM)	soluEon	and	monitoring	tools	
• Plan	and	manage	the	Bank’s	informaEon	security	budget	

OCT	2017	–	SEP	2019	INFORMATION	SECURITY	OFFICER,	SARADAR	BANK,	LEBANON	
• Develop	and	maintain	the	Bank’s	informaEon	system	monitoring	framework	
• Perform	security	incident	response,	event	analysis,	invesEgaEons	and	forensics	
• Perform	cloud	network	security,	vulnerability	and	informaEon	security	risk	assessments	
• Develop	and	maintain	informaEon	security	policies,	procedures	and	processes	
• Liaise	with	the	local	regulators	and	internal/external	auditors	regarding	informaEon	security	topics	
• Monitor	compliance	with	BCCL	&	BDL	informaEon	security	related	regulaEons	and	circulars	
• Provide	technical	security	experEse	and	support	to	project	teams	to	ensure	the	efficient	use	of	systems	
• Social	engineering	tests	and	informaEon	security	awareness	workshops	
• Perform	physical	security	assessments	for	the	Bank’s	head	office,	ATMs	and	branches

FEB	2015	–	SEP	2017	INFROAMTION	SECURITY	CONSULTANT,	POTECH	CONSULTING,	LEBANON	
Worked	as	an	informaEon	security	consultant	for	various	banks	and	financial	insEtuEons	in	Lebanon	and	overseas	(Dubai	and	
Jordan)	where	I	executed	the	below	informaEon	security	tasks:	

• CreaEon	and	implementaEon	of	informaEon	security	policies	and	procedures	
• Network	security	and	vulnerability	assessments	
• Security	equipment	configuraEon	review	and	hardening	for	devices	from	different	vendors	(Cisco,	Juniper,	ForEnet,	etc.)	
• AcEve	Directory	group	policy	review	and	hardening	
• User	accounts	and	accesses	reviews	
• InformaEon	security	operaEons	review	and	execuEon	
• Social	engineering	tests	and	informaEon	security	awareness	workshops	(presentaEons,	emails,	posters,	etc.)	
• Development	of	a	business	conEnuity	plan	(BCP)	

OCT	2019	CERTIFICATE	OF	CLOUD	SECURITY	KNOWLEDGE	-	CCSKV4,	CLOUD	SECURITY	ALLIANCE	(CSA)	CODE:	eJkZ8EeMZpGbezravZQYqbcf	

2014	–	2016	MASTER’S	DEGREE	IN	SYSTEMS	AND	NETWORKS	-	INFORMATION	SECURITY,	SAINT	JOSEPH	UNIVERSITY

2011	–	2014	BACHELOR’S	DEGREE	IN	TELECOMMUNICATION	SCIENCE	AND	NETWORKING,	SAINT	JOSEPH	UNIVERSITY

2011	LEBANESE	BACCALAUREATE	IN	GENERAL	SCIENCES,	COLLÈGE	DES	SOEURS	DES	SAINTS	COEURS	BIKFAYA

• Fluent	in	Arabic,	English	and	French	
• Microsoh	Office:	Excel,	PowerPoint,	Word	
• VMware	ESX,	vSphere	
• Windows	server,	Kali	Linux,	Ubuntu,	RedHat	
• Nessus,	AcuneEx,	Burpsuit,	Nmap	and	other	tools

• Cisco	ASA,	Juniper	SG,	ForEGate,	ForEMail,	HP	core	
switches	and	other	soluEons	

• MSSQL,	Oracle,	MongoDB	and	MySQL	databases	
• Understanding	and	basic	coding	in	PHP,	HTML,	CSS,	C#,	C++	

and	other	languages

2017	–	PRESENT	CO-FOUNDER	OF	MY	ADVENTURES	LEBANON	(HIKING,	CAMPING	AND	TOUR	ORGANIZER)

2014	–	2015	GROUP	ASSISTANT	CHIEF,	NOTRE	DAME	DE	LA	DELIVRENCE	BIKFAYA	GROUP

2011	–	2013	CHIEF	OF	SCOUTS,	NOTRE	DAME	DE	LA	DELIVRENCE	BIKFAYA	GROUP

2010	–	2015	FUTSAL	AND	VOLLEYBALL	PLAYER,	CLUB	AAMAL	SPORTIF	BIKFAYA

2008	–	2013	SUPERVISOR	IN	SEVERAL	SUMMER	CAMPS


