Amina safa

Date of birth: 23/5/1997

2 — Personal information

Mobile phone: 78840887

Email: amina.safa.1997 @gmail.com

Linkedin: https://www.linkedin.com/in/amina-safa

3 —Summary

Web application penetration tester, experienced in finding threads and vulnerabilities in web
applications, able to do test based on OWASP methodology, able to write a report describing the threads
and their severity and how to fix them, familiar with most programming languages used in web
development but mostly experienced in Python, able to work with automated pentesting tools as well as
doing manual tests, familiar with basics of mobile penetration testing, interested in developing my skills
and learning new skills.

4 — Education

2015 — 2019: Bachelor of computer engineering (IT field) at Alzahra Univesity of Tehran


mailto:amina.safa.1997@gmail.com
https://www.linkedin.com/in/amina-safa

5 - Work experience

Time period

10/2018 — 10/2019

7/2018 —10/2018
2018 — ongoing
7/2018 —10/2018
6/2018 — 7/2018

1/2018 —3/2018

2017-2018

2017-2019

position

Web application
penetration tester

Web designer
translator

Network support

Cloud security
(intern)

Intern

translator

IT association
member

Workplace

Amn Negar saman

IT Manha
Tarjomic website

IT Manha

Intelligence Lab of
Alzahra university

Bist ta si group

Book

Alzahra university

6 — Research & Projects

a tool for developing exploits with genetic algorithm for bachelor final
project (2018-2019)

Penetration test on tourism bank

https://guarantee.tourismbank.ir , https://ibank.tourism-bank.com

Penetration test on Eligasht Travel agency https://www.eligasht.com

Penetration test on Partocrs Travel agency https://partocrs.com

Penetration test on Rasam Trading system https://irasam.ir



https://guarantee.tourismbank.ir/
https://ibank.tourism-bank.com/
https://www.eligasht.com/
https://partocrs.com/
https://irasam.ir/

e Penetration test on markazparvaz Travel agency https://www.markazparvaz.ir
e Penetration test on Melli bank https://bmi.ir
e Penetration test for Sadad Electronic Payment’s

http://basij.haj.ir

http://tehran.haj.ir

http://web.bale.ai

http://mail.bmi.ir

http://sbi.bmi.ir
http://ssohaj.bmi.ir

/7 —Languages

language reading writing speaking

english fluent good fluent

arabic native native native
language language language

persian fluent fluent fluent


https://www.markazparvaz.ir/
https://bmi.ir/
http://basij.haj.ir/
http://tehran.haj.ir/
http://web.bale.ai/
http://mail.bmi.ir/
http://sbi.bmi.ir/
http://ssohaj.bmi.ir/

8 — Courses

Name

Scurity pack
(security+,CEH,CISSP)

web application
penetration testing
SANS 542

Advanced web
application penetration
testing

SANS 642

python
Python for machin

learning

CCNA R&SW LAB
Network+
Basic training in

expression and narratoin

Journalism

institution

Fardar group

(self-study)

(self-study)

Khaje nasir university

Entrepreneurship
Center of alzahra
university

Fardar group

Fardar group

Tehran university

Date
(9-12)/2017

4/2018

12/2018

8/2017

5/2017

10/07/2019

2015

hours
40

20

20

20

20

20

10



Q-

10

Skills

e Python

e Kali Linux

e Familiar with Javascript

e Familiar with PHP

e Familiar with ASP

e Familiar with web scraping

e HTML

e (CSS

e WordPress

e Translating: Arabic Persian
Persian English
English Arabic

e Familiar with SQL
e Familiar with JAVA
e Willingness to learn

— Tools

e Burp suite

e Acunetix

e Sqglmap

e Nmap

e Nikto

e Wireshark

e Metasploit

e Python libraries: numpy, pandas, scikit-learn, scrapy



