ALI SEIF EDDINE

Penetration Tester | Vulnerability Assessment | Ethical Hacker
Ali.seif.eddine@hotmail.com | Beirut, Lebanon | +961 81 438 500 | Linkedin.com/in/ali-seifeddine | Lebanese

PROFESSIONAL EXPERIENCE

Ourjouwan — Beirut, Lebanon Oct 2023 - Feb 2024
Web Penetration Tester (Part-time)

Conducted over 30 penetration tests using industry tools like Metasploit, Burp Suite, and Kali Linux, increasing
company's implementation security by 80%.

Provided insights and recommendations based on ethical hacking results, lowering security threats by 30%.
Developed and implemented penetration methods, contributing to a 50% increase in discovering vulnerabilities.
Exploited ethically network vulnerabilities, resulting in a 25% improvement in web application security.

Operated a hands-on role involving penetration testing and vulnerability assessment activities of 5+ websites, wired
and wireless networks, and mobile devices.

Enforced strict vulnerability management practices, achieving 15% decline in security incidents.

Consulted with application developers, systems administrators, and management to demonstrate and explain the
threat presented by the security testing results.

Ali Seif Eddine Consulting Services — Beirut, Lebanon Sep 2020 — Present
Freelance Penetration Tester (Full-time)

Conducted 50+ vulnerability assessments for web applications, identifying and rectifying over 200 critical
vulnerabilities.

Contributed to the execution of Nmap and vulnerability scanning processes leading to detection and resolution of
30+ potential threats.

Performed ethical hacking assessments which led to increasing the security posture of the company's large-scale
infrastructure by 25%

Performed regular cyber threat intelligence, improving the ability to predict and respond to cyber threats by 30%.
Created reports and recommendations, including the security issues uncovered and level of risk.

Automated penetration and other security testing on networks, systems and applications which assisted in the
discovery phase by 20%.

Successfully discovered 30+ bugs in more than 25 domains and sub-domains in 10+ websites.

Reduced exploitation incidents by 40% and increased security measures by 25%.

EDUCATION

Lebanese International University — Rayak, Lebanon Jan 2021 - Jan 2024
Bachelor of Science in Computer Science.

LANGUAGES

Arabic: Native | English: Fluent

SKILLS

0OS and Network Administration: Linux (Proficient), Windows Server (Proficient), VPN technologies (Advanced).
Penetration Testing Tools: Nmap, Burp Suite, Metasploit, SQLmap, Wireshark.

Security Frameworks and Standards: Open Web Application Security Project (OWASP).

Programming & Scripting: PHP, Bash, PowerShell, Java.

OTHER

Certifications:

Certified Professional Diploma: Web Penetration Tester By American Institute For Applied Education,

Bash Scripting by Ridox Center (2023),

Web Development by Ridox Center (2023),

CCNA: Switching Routing and Wireless Essentials by Cisco (2023),CCNA: Introduction to Networks by Cisco (2023),
Certified Ethical Hacker (CEH) by Ridox Center (2021),

Bug Hunter by Ridox Center (2021).
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