ABDALLAH HIJAZI
WEB DEVELOPER / CYBERSECURITY ANALYST

Tripoli, Lebanon | HijaziboudiO@gmail.com | www.linkedin.com/in/abdallahhijazi | +961 79 314 855 |
github.com/Abdallah-hijazi | abdallah-hijazi.github.io/real-portfolio/Abdallah-hijazi.html

Experienced in PHP, Angular, React JS and knowledgeable in responsive web applications and high-quality software solutions.
Proficient in mitigating web vulnerabilities in cybersecurity and mastering multiple programming languages and security tools.
My accomplishments in bug bounty hunting, competitive programming, and hackathons highlight my dedication to innovation
and digital defense.

EDUCATION

COMPUTER SCIENCE, CNAM October 2022 - Present

Completing my third year in Computer Science at CNAM University,
expected graduation in 2025, with a 3.8 GPA

HIGH SCHOOL GRADUATE IN LIFE SCIENCES, MAWAHED OSTA SCHOOL July 2021
Graduated with a Baccalaureates degree with a score of 16.05/20.

PROFESSIONAL EXPERIENCE

FREELANCE WEB DEVELOPER Present
+ Delivered 10+ web applications, including e-commerce sites in multiple languages.
e A Business Process Model Language research website for AOU (Saudi Arabia
Branch) - Js and API-focused.
BUG BOUNTY HUNTER Present
o Discovered and reported multiple vulnerabilities on platforms like
HackerOne, leading to security improvements in web applications.
FRONT-END DEVELOPER, Interphase October 2023 - March 2024

» Developed responsive web pages, achieving a 25% reduction in page load time.
» Collaborated with designers to replicate layouts accurately, leading to a 15% increase in user engagement.
» Created and executed test cases, contributing to a 30% reduction in post-launch bugs.

CERTIFICATES

Fundamentals of Cyber Security, Youbee.ai 2024

Completed the fundamentals of Cyber Security course with youbee.ai covering the basics
vulnerabilities (XSS, CSRF, and more).

JUNIOR WEB DEVELOPPER, CNAM 2024

Advanced Cyber Security, Youbee.ai 2024

Accomplished the Advanced Cyber Security course with youbee.ai covering advanced and critical
vulnerabilities including blockchains.

Workshop Leader: Cyber Security, Freelancing and Front-End Development 2023
Guided over 180 participants in mastering key industry skills and best practices.

Top 5 National Finalist: IEEE Xtreme V17 Competition 2023
Ranked among the top five in a highly competitive global coding challenge.

Web Development Certification: W3Schools 2019

Completed an in-depth course on HTML, CSS, JavaScript, SQL, Bootstrap, and PHP, mastering
web development fundamentals and best practices.
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PROJECTS

AOU Website Development (Saudi Arabia) | WordPress, PHP, JavaScript
Designed and maintained the AOU SkillUp website to support student learning resources.
https://skiIIupaou.wordpress.com69

Ocumap (Tourist Map Website)
Developed a web application for Ocumap, a company focused on mapping tourist locations across
the USA. The site generates and displays coordinates, enhancing travel planning and navigation
(2023).

AnyQuizi (Quiz Website) | PHP, Vue.js, CSS
Created and launched AnyQuizzy.com, a website dedicated to fun and engaging quizzes about
friendships, enhancing social interaction and entertainment (2022).

Educational Center for Mental Health Awareness
Developed a website focusing on mental health awareness, employing technologies like Figma,
ReactJS, CSS, JavaScript, and MySQL to create an interactive and informative platform (2022)

Game Development (Python, Unity)
Built an RPG game independently and started developing a Snake game to enhance programming
skills, focusing on mechanics like growth upon point consumption.

SKILLS

* Programming Languages: PHP, JavaScript, Python, HTML, CSS, Java, TypeScript, Bash/Shell
Scripting, React.js, Laravel, Node.js, Vue.js, Angular, WordPress, Bootstrap, Tailwind CSS, RESTful

Services, GraphQL.

e Web Application Security:

OWASP Top Ten Vulnerabilities: SQL Injection, XSS, CSRF.

Penetration Testing: Burp Suite, vulnerability assessment, and management.
Cryptography: TLS/SSL, HTTPS.

Authentication and Authorization: OAuth, SAML, JWT, MFA.

Web Security Tools: Burp Suite, SQLmap.
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e Databases: MySQL, MongoDB, NoSQL.
¢ Tools: Git/GitHub, Figma, Adobe XD, Photoshop, VS Code, Webpack, Wireshark, Nmap.

e Standards and Frameworks: ISO 27001, NIST, PCI-DSS

e Additional Skills: Agile (Scrum), DevOps, API Design, Microservices Architecture, Performance
Optimization, Cross-Browser Compatibility, Responsive Web Design, Secure Coding Practices,

Analytical Thinking, Effective Communication.

LANGUAGES

» Arabic (Native)
e French (B1)
» English (Professional)
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