
Haydar Herchi 

Date of birth: 02/10/2004  Phone number: (+961) 81866249 (Mobile)  Email address: Haydarherch2@gmail.com 

 CYBERSECURITY INTERN XPERTBOT 

INFORMATION SECURITY SPECIALIST FREELANCE 

WORK EXPERIENCE

- Protect sensitive data and maintain system security.
- Implement and manage security protocols to prevent cyber threats.
- Monitor networks for vulnerabilities and respond to security breaches.
- Conduct risk assessments and ensure compliance with security standards.
- Update security policies to address new cybersecurity threats.
- Collaborate with teams to integrate security best practices into operations.
- Train employees on cybersecurity awareness and threat prevention.
- Stay informed on emerging cyber threats to strengthen digital security.

EDUCATION AND TRAINING

 10/10/2022 – CURRENT Beirut, Lebanon 
BACHELOR IN CYBERSECURITY University of sciences and arts in lebanon 

 LANGUAGE SKILLS 

 DIGITAL SKILLS 

- Linux (Command Line, User lever and OS knowledge)
- Linux (Terminal Command’s -Bash/Shell - Linux (Red Hat, Debian))
- Network Concepts Knowledge: (NAT, DNS, DHCP, Firewall Rules) - Network maintenance and troubleshooting
- Network Security - Cryptography - Encryption and security
- Python - Data Structures and algorithms
- HTML - CSS - JavaScript - PHP - MySQL - Git
- Microsoft office

PROJECTS

Advanced Network Config Implemented a multi-network system featuring DHCP, port security, RIP, and static routing. Configured 
VLANs, WAN links, trunk/access ports, and ACLs to ensure secure, segmented, and efficient data flow. 
Utilized CLI extensively for device setup and management.

Dynamic Web Application Developed a fully responsive and user-friendly website using HTML, CSS, JavaScript, PHP, and MySQL.
Designed an intuitive UI/UX, ensuring accessibility across all devices. Implemented backend 
functionality with PHP and MySQL for secure user authentication, data management, and dynamic 
content rendering. Optimized performance for smooth user experience.

- Protect company systems and sensitive data by using strong security measures and monitoring for threats.
- Identify and respond to cyber threats to keep digital assets safe.
- Perform risk assessments and ensure compliance with security standards to prevent breaches.
- Work with different teams to align cybersecurity strategies with business goals.
- Improve security systems and train employees on best security practices.
- Stay updated on new cyber threats and apply proactive defense measures.
- Created an incident response plan, reducing reaction time by 50% and aligning with industry standards.

ARABIC / French / English

10/10/2024 – CURRENT Beirut, Lebanon

06/09/2024 – CURRENT Beirut, Lebanon 

mailto:Haydarherch2@gmail.com
http://www.usal.edu.lb
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                     <p>As a Cybersecurity Specialist at XpertBot, I proactively safeguard company systems and sensitive data by implementing robust security measures, monitoring networks for vulnerabilities, and responding to threats with precision. I conduct risk assessments, enforce compliance with security standards, and collaborate with cross-functional teams to align cybersecurity strategies with organizational goals. My role includes optimizing security infrastructure, providing employee training on best practices, and staying ahead of emerging cyber threats to ensure the company's digital assets remain secure.</p><p><br></p><p>Developed a detailed incident response plan for cybersecurity breaches, improving preparation time for incidents by 50% and ensuring alignment with industry best practices during simulated attack drills.</p>
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                     <p>As an Information Security Specialist, I take proactive measures to protect sensitive data and ensure the integrity of an organization’s information systems. I design and implement robust security protocols, monitor for potential threats, and respond swiftly to security breaches to minimize impact. My role involves conducting regular risk assessments, enforcing compliance with industry standards, and updating policies to address emerging cybersecurity challenges. I collaborate with cross-functional teams to integrate security into all aspects of operations and provide training to staff on best practices. By staying ahead of evolving threats, I ensure the organization’s digital assets remain secure and resilient.</p>
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