Charbel Abdallah

SOC Analyst
Email: Charbelabdallah.ca.2001@gmail.com
Phone: +961-76428989
Location: Batroun, Lebanon

LinkedIn: www.linkedin.com/in/charbelabdallah2001

Objective

A dedicated SOC Analyst with foundational knowledge in cybersecurity, specializing in
threat detection, incident response, investigation and security monitoring. Eager to leverage
hands-on experience with tools like Microsoft Sentinel, Microsoft Defender, and Microsoft
Intune to enhance the security posture of an organization and protect critical assets.

Education

Bachelor of Science in Networking & Security
Arab Open University, Lebanon
Graduated: June 2024

Skills

Security & Incident Response:

o Experienced in using Microsoft Sentinel and Microsoft Defender for monitoring,
analyzing, investigate and responding to security incidents.

e Familiar with Security Operations Center (SOC) processes, including threat
detection, incident management, and response.

¢ Knowledgeable in Microsoft Intune for device management and security

Networking & Protocols:

o Skilled in Cisco technologies and advanced network configuration using Cisco
Packet Tracer.

e Knowledge of network protocols such as TCP/IP, DNS, DHCP, VPN, and Firewall
management.

e Competent in troubleshooting and resolving complex network issues.


http://www.linkedin.com/in/charbelabdallah2001

Programming & Systems Administration:

e Experienced in Linux server administration and scripting with Java, Python, and
CH.

Soft Skills

e Strong research abilities
o Excellent communication (technical and non-technical audiences)
e Team collaboration

Experience

SOC Analyst Intern
Procomix Technology Group (PTG) | Zalga, Lebanon | March 2025 — April 2025

o Gained hands-on experience using Microsoft Sentinel and Microsoft Defender for
monitoring, analyzing,investigate and responding to security incidents.

e Actively participated in Security Operations Center (SOC) processes, including
threat detection, incident management, and incident response.

e Gained practical knowledge of Microsoft Intune for device management and
security within the organization

Intern, Network Security

POTECH Consulting S.A.R.L. | Beirut, Lebanon | October 2024 - January 2025
o Collaborated on the SOC team to safeguard digital infrastructure.
e Conducted thorough reviews to secure network infrastructure, communicating

findings effectively.
e Designed and implemented complex network topologies.

Telecommunications Trainee

OGERQO | Tripoli, Lebanon | July 2024 — September 2024

e Analyzed telecommunications services and technologies.
e Conducted performance evaluations of digital telephone switches



Certifications

e Certificate of Internship in SOC Analyst — PTG ( April 2025)

e Certificate of Internship in Cyber Security — POTECH Consulting S.A.R.L.
(January 2025)

e Honours Program in Networking and Security — Royal Charter of the Open

University, UK (June 2024)

Fundamentals of Cyber Security (November 2024)

CCNA v7: Enterprise Networking, Security, and Automation (April 2024)

CCNA v7: Switching, Routing, and Wireless Essentials (December 2023)

CCNA v7: Introduction to Networks (June 2023)

Languages

Arabic — Native (Fluent in speaking, reading, and writing)
French — Proficient in reading and writing

English — Proficient in reading and writing



