Georges Nasrallah

Safra, Lebanon
georgesgeorgesnasrallah@gmail.com
(+961) 70 971 216

Professional Experience

MEATEL Beirut, LEBANON
Cyber Security July 2023 — Current

= Responsible of the overall Network and Endpoints Security.

=  Cisco Firepower configuration.

=  Fortinet FortiGate, FortiClient, FortiManager, and FortiAnalyzer configuration.
= SOC SIEM implementation.

= Logs monitoring and triggers fine tuning.

BRAINNEST GERMANY
Offensive and Defensive Security (Remote) April 2023 — May 2023

=  Encryption cracking
=  Steganography extraction and decryption
= Security measures bypassing and penetration testing

P.O. TECH Beirut, LEBANON
Penetration Testing Remote Internship August 2022 - September 2022

= Passive and Active information gathering and vulnerability assessment.
=  Sub-domains enumeration, directory enumeration, email harvesting, information leakage.
= Active vulnerability scanning.

CAPITAL BANKING SOLUTION Beirut, LEBANON
Machine Learning Internship July 2020 - September 2020

= Developed a machine learning algorithm for name recognition.

*= Developed a deep learning algorithm to predict a value score for the dataset to improve overall accuracy.
= Deployed the resulted algorithm for usage.

Professional Skills (Freelance)

Cyber Security Tools Developer
Black Hat Python
= Cyber security tools development.

= Experienced in Black Hat Python.
= Development of different passive information gathering tools



= Development of web scanning tools for SQLi, XSS, and IDOR.
=  Basic malware development (Simple Keylogger, Reverse TCP connection with Obfuscation)

Mobile Apps Developer
Android Studio — Java Developer

= 3 Years of extensive experience in Mobile Apps Development.
=  Expert in Android Studio - Java.

= Familiar with Flutter - Dart

=  Development of different apps for local stores.

= Skilled in developing usable interfaces.

Professional Training and Certificates

=  Fortinet NSE self-paced training
=  Network pen-testing and Web Applications pen-testing — Semicolon Academy
= Offensive and Defensive Security — Brainnest

Education

USEK Kaslik, Lebanon
Master’s degree in cyber security and cyber-Defense

USEK Kaslik, Lebanon
Bachelor degree of Science in Computer Science

Technical Expertise

SOC, SIEM, Cisco Switch, Cisco Firewall, Fortinet Firewall, Fortinet Sandbox, Fortinet FortiManager, Fortinet
FortiAnalyzer, Fortinet FortiClient Endpoint Management System, MS Excel, MS PowerPoint, Windows CLI, Kali
Linux CLI.

Skills and Languages

English: Fluent
French: Fluent
Arabic: Native

Communication Skills, Problem Solving Skills, Teamwork, Adaptability.



