AHMAD JABER

Cybersecurity Enthusiast | Aspiring Cybersecurity Professional

+961 70 732891 | Ahmadjaber092@gmail.com

PROFILE

A highly motivated and self-driven cybersecurity professional with practical experience in both offensive and defensive
security, including penetration testing and vulnerability assessment. Passionate about cybersecurity and committed to
securing systems, networks, and digital assets through continuous learning and hands-on practice.

PROFESSIONAL EXPERIENCE
IT Support & Security Specialist —- CME HOLDING

May 2025 — December 2025

- Managed company email systems, user accounts, and service availability.

- Administered cPanel, web hosting, and website servers, ensuring uptime, updates, and secure configurations.
- Conducted basic web application security testing and resolved identified issues and misconfigurations.

- Provided technical support to employees for email, system, and workstation-related issues.

PRACTICAL EXPERIENCE
Red & Blue Team Hands-On Security Labs (Self-Directed Training | January 2023 — Present)

- Completed 80+ labs covering web application security, network exploitation, vulnerability assessment, and system
hardening.
- Practiced identifying, exploiting, and remediating vulnerabilities in ethical training environments.

PROJECTS
Red & Blue Team Internal Network Attack Lab (Windows & Linux)

- Built an isolated lab simulating an internal penetration test.
- Performed enumeration, exploitation, credential discovery, and privilege escalation.

SOC Alerting & Log Analysis System

- Developed a Python-based tool to analyze PCAP and log files and generate alerts for suspicious activity.
File Encryption Behavior Simulation (Defensive Lab)

- Implemented a controlled ransomware behavior simulation to study defensive considerations.

Wi-Fi Network Audit Tool (Lab Environment)

- Built a Python tool to enumerate wireless networks and collect security-relevant metadata.


mailto:Ahmadjaber092@gmail.com

EDUCATION

BA in Computer Science — Al Maaref University, Beirut

Expected Graduation: 2027

Cybersecurity Career path: Cybersecurity specialist training program- Semicolon Academy

(2024-2025)

CERTIFICATES

- Practical Help Desk — TCM Security (December 2025)

- Web Security Path — Semicolon Academy (September 2025)

- Offensive Pentesting Path — TryHackMe (August 2025)

- Introduction to Penetration Testing — Security Blue Team (July 2025)
- CTF Challenge — TryHackMe. Hackfinity Battle (March 2025)

- Advent of Cyber — TryHackMe (November 2024)

TECHNICAL SKILLS

- Operating Systems: Linux, & Windows.

- Networking: TCP/IP, DNS, HTTP, VPNs, Firewalls.

- SIEM & Log Analysis: Splunk, Security Onion, ELK Stack.

- Programming: Python, Bash, Java, C++, C.

- Core Skills: Vulnerability scanning, network traffic analysis, incident response, SOC processes.

SOFT SKILLS

- Strong problem-solving and critical thinking skills.
- Excellent communication with technical and non-technical stakeholders.
- Adaptable and able to work under pressure in fast-paced environments

LANGUAGES
Arabic — Native
English — Fluent
French — Professional
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