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Summary

Fresh Computer Science graduate with hands-on secure full-stack development experience (Laravel + Flutter). Built and
tested web/mobile features with OWASP Top 10 in mind, implementing controls such as bcrypt hashing, CSRF protection,
input validation/output encoding, parameterized SQL queries, HTTPS, and role-based access control (RBAC) with JWT. Seeking
an entry-level cybersecurity role or penetration testing internship/traineeship.

Projects

Marketplace e-commerce website | University project Oct 2024 - Jan 2025

Developed a marketplace website using Laravel as a backend framework, aligned with “OWASP TOP 10” web app sec
risks, including 3 roles: admin, vendor, user

Implemented industry-standard security controls, including bcrypt password hashing, CSRF protection, input
validation and encoding for JavaScript reflection endpoints, parameterized queries for SQL statements, and business-
logic testing to mitigate vulnerabilities such as IDOR, XXE, and SSRF ...

Homemade food store (Mobile app) | University project Oct 2025 - present

Developed a full-stack mobile application using Flutter (Dart) for the frontend and Laravel for the backend,
implementing a RESTful APl to manage data between client and server.

Implemented JWT authentication with role-based access control (Admin, Vendor, User, Guest) HTTPS, and input
validation to protect APl endpoints from unauthorized access and common web vulnerabilities (OWASP TOP 10 web
app and mobile security)

Applied best practices for data protection, session management, and secure mobile storage, enhancing overall
application cybersecurity.

Education

Bachelor in Computer Science 2022-2026
MU university

Certifications

Semicolon security

Skills

Ethical hacking foundation program — semicolon security 2025
Lebanon CTF 2025 2025
Rank : 3" on university / 26" on Lebanon

Career path cybersecurity course — semicolon security 2025

8 modules included : infrastructure, web/mobile app sec, ...

Lebanon CTF 2026 In progress

Security & Web/App: OWASP Top 10, RBAC, JWT, HTTPS, CSRF protection, input validation, output encoding,
parameterized queries, business-logic testing (IDOR/XXE/SSRF).

Tools: Nmap, Metasploit, Subfinder, Gobuster, Wireshark, Postman.

Programming: JavaScript, HTML/CSS, Dart, PHP, SQL.

Frameworks: Laravel, Flutter; RESTful APl development.



