Naveed Sohail Gung

Full-Stack & Infrastructure Engineer
Beirut, Lebanon | +961 76986034 | naveedsohailg@gmail.com | Portfolio | GitHub | LinkedIn

PROFESSIONAL SUMMARY

Full-Stack & Infrastructure Engineer with production ownership across custom ERP systems, enterprise web, cybersecurity tooling, and
Al-powered applications. Currently at Auvia Groups on extended contract — architected and shipped a fully custom ERP + LMS from
scratch, no off-the-shelf platforms. Built real security infrastructure: container threat detection using eBPF, Rust, and Go; kernel-level
anomaly detection in C. Senior-grade in JavaScript ecosystems (MERN/MEAN/FERN), with growing depth in .NET/Blazor and enterprise
infrastructure. Native Arabic speaker. Open to relocating to UAE, GCC, or EU.

EXPERIENCE

Full-Stack & Infrastructure Developer Aug 2025 - Present
Auvia Groups — Beirut, Lebanon

» Joined as frontend & mobile intern; promoted to extended contract on few active enterprise client projects (NDA).

» Built a fully custom ERP system and LMS from scratch — no off-the-shelf platforms — with complete full-stack ownership
including architecture, backend logic, database design, and frontend, with full bilingual support (Arabic RTL / English LTR) and
dynamic layout switching.

» Delivers full-stack modules using C#, Blazor — from requirements to production deployment with scalable backend architecture
and REST APIs.

» Owns infrastructure setup, business logic analysis, cybersecurity R&D, QA on production systems, and technical documentation.
Peer code reviews.

MERN Stack Developer Feb 2025 — Apr 2025
ITSC — Remote
» Delivered 2 full-stack web applications independently (frontend + backend), including admin dashboards and an LMS.
» Covered REST API design, database modeling, code reviews, QA, and technical documentation end-to-end.
Freelance — PWR Store 2025
Client Project

» Built a full-featured e-commerce platform for digital products using React, TypeScript, Tailwind, and Vite — subscriptions,
multiple pricing tiers, SEO enhancements (dynamic meta tags, sitemap generation).

» Implemented shopping cart, wishlist, dynamic routing, Context API state management, lazy loading, code splitting, PWA
capabilities, and full bilingual support (Arabic RTL / English LTR).

» Developed responsive, animation-rich UI using Framer Motion and modern UX patterns.

PROJECTS

Security & Infrastructure
» ZERO-DAY-GUARDIAN — Real-time container threat detection system with automated defense response and forensic evidence
collection. Built to address the gap between detection and reaction time in Kubernetes environments — identifies, isolates, and
documents threats without human intervention. Java - Go * Rust * eBPF - Kubebuilder
» S.T.A.R (System Threat & Anomaly Radar) — Kernel-integrated cross-platform threat detection: rootkits, memory anomalies. C -
Electron - WebGL - SQLite
» E.MAT — Modular cybersecurity analysis framework — Modular cybersecurity analysis framework with CLI, desktop GUI, and web
interfaces — designed so analysts can run the same analysis workflow across environments without reconfiguring tooling. Python
» AI & Mobile
» Jenny — 3D AI Avatar Chat: real-time conversations, TTS, Blender visuals. React * Three.js - Node.js - MongoDB
» Nova — Multilingual AI voice assistant (English, Arabic, French). React - TypeScript - Tailwind
» EmotionSense — Real-time facial emotion/age/gender detection. Flutter - TensorFlow Lite - Google ML Kit
Web & Full-Stack
» EduFlow — Full-stack e-learning platform with course management, video streaming, assessments, real-time progress tracking.
MERN Stack
» Elite Showroom — Luxury car showroom with Blender visuals & glassmorphic UI. React - Three.js - React Three Fiber - Zustand -
Blender
» Code-Playground — Multilingual browser-based IDE letting developers write, run & preview code in real-time.
CORE COMPETENCIES

Languages: JavaScript - TypeScript * Python * C# - C - Dart * Java * PHP - Bash * Go - Rust

Frontend & Mobile: React - Nuxt.js - Angular - Blazor - Flutter - React Native - Three.js - Tailwind CSS - Framer Motion
Backend & DB: Node.js - Express - ABP Framework - MongoDB - PostgreSQL - MySQL - Firebase - SQLite

Cloud & DevOps: Docker - AWS - Azure * Firebase - GitHub Actions CI/CD - Linux * Nginx - Netlify - Render - PM2

Security & AI: Threat modeling - Container security - eéBPF - Penetration testing - RAG - AI Agents - ML integration - Odoo ERP
Languages (Human): Arabic (Native) - English (Fluent) - Urdu (Fluent)

EDUCATION & CERTIFICATIONS

EDUCATION CERTIFICATIONS

B.S. in Management Information Systems Full Stack Web Development — Johns Hopkins / Coursera

MUC College — In Progress (2026) AWS Technical Essentials * Fargate * Containers — AWS Training
Technical Diplomas JavaScript * Python * C# — FreeCodeCamp

HBC / CIS College — IT & MIS tracks Foundational C# with Microsoft — FreeCodeCamp

Cybersecurity Fundamentals — Cisco Networking Academy
PreSecurity — TryHackMe
Claude Code in Action " Intro to Subagents — Anthropic



https://naveed-gung.dev/
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