MOHAMMAD NAJEM

IT Security
Lebanon ¢ (+961) 70 324 674 » m.nejim2005@gmail.com

Summary

IT security + software hybrid with experience on an Al feature and a solid CS background. Interested in SOC workflows,
vulnerabilities, blue team tools, and secure systems. Strong coding fundamentals and fast learning ability.

Experience
Intellegile — Software Dev Intern (Al Feature)
Sep 2025 — Nov 2025 (3 months)
* Contributed to an Al-powered feature button inside the product.
« Assisted with testing, debugging, and behavior validation.
* Collaborated with the dev team to document feature flows and edge cases.

Education

Beirut Arab University — Bachelor in Computer Science
Graduation: 15 May 2025

Skills

Security: Threat Monitoring (basic), Incident Response Concepts, Vulnerability Concepts
Languages: Python, Java, C++, C, C#, JavaScript

Tools: VS Code, GitHub, Linux

Other: Documentation, Team Collaboration, Problem Solving

Projects

Vulnerability Scanning Lab
* Built a virtual lab and ran vulnerability scans using OpenVAS/Nessus (student edition). Reviewed severity levels,
CVEs, and remediation ideas.

SIEM Event Monitoring Practice
» Used a SIEM (Splunk/Wazuh/Elastic) to ingest logs and create basic alerts/dashboards. Practiced SOC-style event
triage and detection fundamentals.

Active Directory + Attack Simulation (Home Lab)
 Deployed Windows Server + client for small AD environment. Simulated attack paths and analyzed logs to
understand lateral movement.

TryHackMe Blue Team Path
» Completed defensive modules on SOC basics, IR concepts, and malware intro. Documented detections and tooling
from labs.

Packet Capture & Analysis
» Captured traffic with Wireshark, identified protocols, abnormal packets, and suspicious patterns. Built foundation for
network-level threat analysis.

Certifications
* Introduction to Cybersecurity — Harvard Online
* Introduction to Cybersecurity Tools & Cyber Attacks — IBM
* Robotics — UNRWA



