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PROFESSIONAL SUMMARY
Junior cybersecurity analyst with hands-on experience in SOC operations, log analysis, and vulnerability assessment. Currently pursuing a Bachelor’s in Networking and Security while building practical detection and incident-response skills through live SOC roles, self-directed lab work, and LetsDefend training. Comfortable with SIEM platforms, IDS rule development, and the MITRE ATT&CK and OWASP frameworks. Seeking an entry-level or junior role within a Security Operations Center (SOC) or defensive security team.
EXPERIENCE
Junior Security Analyst  —  SADIM Technology, Beirut	Apr 2025 – Present (Part-time)
1. Monitor and analyze real-time security events in SIEM platforms, triaging alerts and executing escalation workflows to support incident detection.
1. Parse Windows Security/Event logs, Sysmon telemetry, and network traffic captures to separate benign activity from genuine indicators of compromise.
1. Conduct scheduled vulnerability assessments and track remediation, mapping exposures to MITRE ATT&CK tactics and techniques.
1. Document escalation write-ups detailing precise Indicators of Compromise (IoCs) to streamline handoff to senior analysts.
Cybersecurity Intern  —  Hiperlinx, Beirut (Remote)	Aug 2025 – Oct 2025
1. Applied the MITRE ATT&CK framework to map threat-actor behaviors and identify potential intrusion techniques.
1. Contributed to client-facing vulnerability assessment reports and risk-remediation summaries.
Adventure Games & Activities Maintenance  —  Pineyards Mar Moussa, Lebanon	2025 – Present
1. Oversee maintenance, safety inspections, and operational readiness of outdoor adventure installations.
1. Coordinate with the site team to enforce safety standards and deliver a reliable visitor experience.
Chef / Sous Chef  —  Hospitality Sector, Lebanon	2020 – 2025
1. Built strong foundations in teamwork, high-pressure time management, operational discipline, and cross-functional coordination.
PROJECTS & LABS
Network Intrusion Detection & Signature Engineering  —  Suricata IDS Lab	May 2026
Repository: suricata-intrusion-detection
1. Wrote custom Suricata rules to detect transport-layer reconnaissance, including port scans and anomalous TCP flag combinations generated by Nmap.
1. Disabled Suricata checksum validation (-k none) to correctly process traffic captured on virtual/loopback interfaces, where checksum offloading caused packets to be skipped.
1. Built a capture pipeline with tcpdump on eth0 to record raw Ethernet frames, reviewed alerts via fast.log, and forwarded events into a SIEM dashboard.
SOC Analyst Training & Incident Playbooks  —  LetsDefend	2026 – Present
1. Work through hands-on incident playbooks covering phishing analysis, endpoint compromise, and malicious payload triage.
1. Reconstruct real-world attack chains by correlating SIEM events and evaluating threat-intelligence indicators.
Home Lab – Cybersecurity Practice Environment  —  Self-directed	2025 – Present
1. Built a sandboxed VM environment to practice network monitoring, log analysis, and basic penetration testing with Wireshark, Nmap, and vulnerability scanners.
EDUCATION
Bachelor’s in Networking and Security  —  Arab Open University, Lebanon	2024 – Present
LICENSES & CERTIFICATIONS
Fortinet / IBM  —  Fortinet Certified Associate (FCA)	Mar 2026
Fortinet / IBM  —  Fortinet Certified Fundamentals (FCF)	Mar 2026
Cisco  —  Junior Cybersecurity Analyst Career Path	Mar 2026
Cisco  —  Network Technician Career Path	Mar 2026
Cisco  —  CCNA: Introduction to Networks	Feb 2026
Cisco  —  Introduction to Cybersecurity	Feb 2026
Google  —  Foundations of Cybersecurity	Feb 2026
Google  —  Google AI Essentials	Jan 2026
Google  —  Technical Support Fundamentals	Jan 2026
Semicolon Security  —  Ethical Hacking Proficient	2023
Cheayto Coaching  —  Sales Training Program (Grant Cardone methodology)	May 2026
TECHNICAL SKILLS
SOC & Monitoring: SIEM platforms, multi-source log correlation, alert monitoring & triage, timeline reconstruction, IoC identification & containment
Defensive Infrastructure: Suricata/Snort IDS deployment & signature customization, packet/header analysis (tcpdump, Wireshark), Sysmon logging configuration, host hardening
Frameworks: MITRE ATT&CK, OWASP Top 10
Networking: TCP/IP, OSI model, Layer 2/3 Ethernet switching, routing, wireless, Cisco device configuration
Security: Vulnerability assessment & scanning, basic penetration testing, web application security
Tools & Software: Wireshark, Nmap, vulnerability scanners, Python, Bash, Git, FastAPI, React, Unix/Debian
Cloud & Systems: Cloud services, Windows environment analysis (Windows Event Logs, Sysmon)
AI: Google AI Essentials, prompt engineering
LANGUAGES
Arabic — Native     ·     English — Fluent
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