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Bio

Web Security professional and Computer Science graduate with hands-on experience in penetration testing, vul-
nerability assessment, and ethical hacking. Skilled in identifying and exploiting web application vulnerabilities
including OWASP Top 10, and developing effective defense strategies. Passionate about advancing security research
through CTF competitions, self-developed lab environments, and continuous learning. Looking to contribute to
security-focused teams as a Web Security Analyst or Penetration Tester.

Certifications

Jan 2026: Web Security Professional — Semicolon Academy
Completed the Web Security Path covering advanced web security techniques: application architecture, vulnerabilities,
exploitation, and defense strategies.  ID: WSP-115293033

Apr 2025: Ethical Hacking Foundation (30h) — Semicolon Academy
Practical hands-on program covering network security, penetration testing, and bug hunting.  ID: 115293033

Skills

Web Security: Burp Suite, OWASP Top 10, XSS, SQLi, IDOR, SSRF, Authentication Bypass, Web App Pentesting
Network Security: Nmap, Network Reconnaissance, Port Scanning, Traffic Analysis

CTF & Research: Reverse Engineering, Binary Exploitation, Forensics, Web Challenges
Development: Python, JavaScript, React.js, Node.js, SQL, MongoDB

Tools: Git, GitHub, VS Code, Jupyter Notebook, Kali Linux

Languages: Arabic (Native), English (Fluent)

Security Projects

Web App Pentesting Lab: Developed intentionally vulnerable web applications and performed full penetration
testing cycles using Burp Suite and Nmap. ldentified and documented vulnerabilities including SQL injection, XSS,
and broken authentication. Produced detailed reports with remediation recommendations.

Storage Park — Full-Stack Platform: Built and security-audited a full-stack e-commerce and warehouse
management system (React.js, Node.js, MongoDB). Applied secure coding practices, input validation, and access
control mechanisms throughout the development lifecycle.

Competitions

CTF — Semicolon: Active competitor in a national cybersecurity competition with focus areas in reverse engineering,
network security, and ethical hacking.

LCPC: Lebanese Collegiate Programming Contest — competed in timed algorithmic problem-solving challenges.

Senior Projects — BAU: Presented real-time e-commerce and warehouse tracking system (May 2025).

Education
Beirut Arab University (BAU) Beirut, Lebanon
Bachelor of Computer Science, GPA: 3.78 / 4.00 Sep 2023 — May 2025
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Hobbies & Interests

Security: Bug bounty research, CTF platforms (TryHackMe, HackTheBox), following CVE advisories and security
blogs.
Sports: Jogging and hiking to build perseverance and discipline.
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