Nour Hamdan
+961 81 936 369 | nourhamdan05@outlook.com | Beirut, Lebanon
LinkedIn: linkedin.com/in/nour-hamdan
Motivated software developer with experience in backend development and AI-based applications using Spring Boot, Node.js, and Python. Skilled in designing RESTful APIs, implementing secure authentication and role-based access control, and developing machine learning solutions for real-world systems. Passionate about backend engineering, artificial intelligence, and scalable software development.

EDUCATION
Bachelor of Engineering in Computer and Communications (Master Level)                       2023-present
Software Engineering
Antonine University, Lebanon
Expected end of studies 2028

PROJECTS
TriGuard Intelligence – AI-Based Cybersecurity Incident Triage System                  Mar 2026-May 2026
  Developed an AI-powered cybersecurity triage and remediation system using the Microsoft GUIDE dataset
  Implemented and compared multiple machine learning and deep learning models including LightGBM, XGBoost, and TabNet for multi-class incident classification.
  Built remediation prediction models using Gradient Boosted Trees and Logistic Regression for automated response recommendation. 
 Applied preprocessing techniques including class weighting, feature scaling, stratified splitting, and performance evaluation using confusion matrices and Macro F1 metrics.
Skin Sphere e-Commerce Web Application                                                                   Oct 2025-Dec 2025                                                         
  Designed and developed a full-stack web application using Node.js and Express.js following the MVC architecture to ensure clean code structure and maintainability.
  Implemented user authentication and authorization with separate admin and user roles to enforce secure access control across the system.
  Built and integrated core functionalities including product management, shopping cart, order processing, and contact/quiz modules using RESTful APIs, improving scalability and backend performance .

Recipe Management API                                                                                                April 2025-May 2025
  Designed and developed a Java-based RESTful API using Spring Boot and MongoDB Atlas to manage recipe data with a scalable backend architecture.
  Deployed the application using Docker on a cloud platform (Render) to ensure consistent deployment 

SKILLS
  Programming Languages: Java | C++ | Python | JavaScript
  Backend Development: Spring Boot | RESTful APIs | JWT Authentication | Node.js | Express.js 
  Frontend Development: HTML | CSS | React | TypeScript
  AI: Scikit-learn | LightGBM | XGBoost | TabNet | Pandas | NumPy
  Databases: MongoDB | MongoDB Atlas | MySQL 
  Tools & Technologies: Docker | Git | Postman | Adobe Photoshop | Adobe illustrator |  AutoCAD
  Personal Skills: Problem Solving | Analytical Thinking | Team Collaboration | Communication Skills | Fast Learner | Adaptability | Time Management | Attention to Detail

CERTIFICATIONS
  Machine Learning – Andrew Ng (Coursera)

LANGUAGES
  English: Fluent, Arabic(Native)
